






Introduction
Over the past decade or more, considerable interest 

has risen around the concept of IoT and what it might 

mean for businesses and end-users impacted by the 

digitisation strategies applied using IoT technologies. 

In turn, a plethora of IoT survey reports have been 

published that typically cover a broad range of topics. 

In 2022, Kaleido Intelligence recognised the need for a 

more focused understanding of specific areas of IoT 

implementation and, as a result, undertook one of the 

largest survey fieldwork efforts of its kind, examining 

enterprise perceptions around cellular IoT 

connectivity in detail.

Despite the fact that much of the revenue and user 

experience is impacted by the applications and 

services that are applied in the context of IoT, 

connectivity remains the bedrock for any deployment. 

Therefore, it is imperative that the ecosystem serving 

IoT customers understands where challenges exist, 

where improvements could be made, and how 

customers perceive the IoT ecosystem in the context 

of connectivity. As we shall see later in this report, 

cellular technology is well-understood as an important 

enabler of IoT connectivity, albeit with several 

challenges associated with it.

The end of 2022 saw some 2.5 billion cellular 

connections deployed globally for IoT programmes, 

with connections having increased by 26% over 2021. 

In contrast, the end of 2020 saw only a 12% increased 

in connection volume, and as a result, it is evident that 

the overall ecosystem for cellular IoT connectivity is on 

the path to recovery following  the pandemic. 

Nevertheless, this strong growth highlights that 

meeting the challenge of ‘scaling up’: supporting higher 

volumes of 











connections from a technical, service and commercial 

standpoint is ever more critical for service providers if 

the ecosystem is to be sustainable. Meanwhile, the 

introduction of new radio technologies, such as 5G, 

support for converged cellular-satellite 

communications systems and private cellular 

networks, in addition to a vast ecosystem of 

connectivity service providers, hardware vendors and 

differentiated regulatory and commercial 

requirements has meant that cellular IoT is more 

complex than ever for enterprises to navigate.

This year’s survey has set out to take a deep-dive into 

where the key pain points in the context of cellular IoT 

connectivity lie and represents an expansion of the 

2022 survey effort. Some 800 enterprises were 

surveyed during February-April 2023, representing 

activities in five key IoT industry verticals:

Transportation & Logistics

Industrial & Manufacturing

Healthcare

Energy & Utilities

Smart Cities

All respondents were all decision-makers at 

managerial level or higher within their organisation, in 

addition to having a good knowledge of the cellular 

IoT ecosystem. In order to understand a broad picture 

of perceptions, respondents included companies that 

had adopted cellular connectivity for IoT, in addition 

to those that had not. The differences, as well as the 

and consensuses in perceptions among these groups 

and industry verticals, are among the key goals of the 

study in terms of understanding where the industry 

can improve and where opportunities to accelerate 



the adoption of cellular technology for IoT lie.

In what market segment does your business 

unit primarily operate?

Healthcare

Transport /
logistics

Industrial /
manufacturing

Smart cities

Energy / utilities
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22.4%

21.4%

22.9%

12.5%

20.9%

Latin America & Caribbean

North America

Europe & Central Asia

South Asia

East Asia & Pacific

Middle East & Africa

Sub-Saharan Africa
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9.9%

28.5%

22.9%

11.5%

14.8%

9.4%

3.1%

What was your organisation’s turnover in 2022?

Where is your business unit based?

We currently own/operate IoT devices in the
�eld using cellular (2G, 3G, 4G, LTE-M,

NB-IoT, 5G) technology

We currently own/operate IoT devices in the
�eld using non-cellular technology (Wi-Fi,

LoRaWAN, SIGFOX, Satellite, Ethernet etc)

We don’t currently own/operate any IoT
devices in the �eld, but we are planning an

IoT deployment

We don’t currently own/operate any IoT
devices in the �eld, and are not planning any

deployment at present
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57.5%

53.6%

16.9%

3.9%

What is  your organisation’s current status in regard to IoT?

Less than $1 million

Between $1 million
and $5 million

Between $5 and
$10 million

More than $10
million

0 20% 40% 60% 80%

1.4%

2.8%

9.5%

86.4%





Private Networks Needs, Concerns
& Benefits
Private cellular networks represent a significant 

opportunity for service providers and enterprises 

alike, owing to the increased flexibility and reliability 

afforded by cellular technology over alternatives such 

as Wi-Fi and wired connectivity. As of the end of 2022, 

Kaleido has found that over 2,500 private cellular 

networks are in operation globally, with this number 

expected to increase to nearly 29,000 by 2028. Several 

factors have contributed to the increase in interest 

and demand for private cellular networks, including 

the availability of dedicated spectrum for enterprise 

use cases in several countries, the absence of 5G 

network slicing services available to potential 

enterprise customers, in addition to increased digital 

transformation initiatives across several industry 

verticals that require features such as higher 

bandwidth, better reliability or support for large 

numbers of devices, or features not enabled through 

non-cellular technologies, such as the ability to 

maintain connectivity both inside as well as outside 

the private network coverage area.

Nevertheless, the deployment of private cellular 

networks remains a complex process. Regulatory 

frameworks for spectrum access in countries that have 

made dedicated enterprise spectrum available are 

inconsistent, while pricing varies considerably. In many 

countries, the only route to spectrum access is through 

MNO channels, which in itself is broadly inconsistent 

in terms of how incumbent MNOs are approaching the 

market, and how they price leased access to spectrum. 

Meanwhile, the range of devices suited to private LTE 

or 5G is dependent on support for specific spectrum 

frequency ranges, which means that hardware choice 

can pose a challenge to customers.

Finally, enterprises must navigate a complicated 

ecosystem of actors to build a complete solution, and 

must heavily rely on third-party expertise. It is 

certainly the case that while interest in private cellular 

networks is high, education and understanding of the 

journey still have some way to go in terms of 

improvement: in extreme cases, Kaleido has heard of 

instances where enterprises were unaware that SIM 

cards are required in order to connect to the private 

network.

Private LTE or 5G adoption among survey 

respondents remains relatively low: 13% of cellular 

IoT adopters reported they have a solution in place, 

with 4% of cellular IoT non-adopters reporting the 

same (it should be understood here that private 

cellular does not always focus on IoT; thus it is possible 

for IoT non-adopters to have a deployment).

Nonetheless, interest is considerable: 67% of cellular 

IoT adopters stated that they are considering a 

future deployment, compared to 69% of cellular IoT 

non-adopters.



Yes, we already have a Private LTE/5G
deployment in place

We are considering it

We are aware of the bene�ts, but are not
interested at this stage

We see no bene�t to Private LTE/5G, and
are not interested at this stage
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13%
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20%

26%

1%

1%

Cellular IoT Adopters Cellular IoT Non-Adopters

Does your business unit have an interest in Private LTE/5G to enhance business operations? 

(All Respondents)

In similar fashion to results produced in 2022’s survey, concerns over private LTE or 5G security remain top-of-

mind among both cellular IoT adopters as well as cellular IoT non-adopters. From a superficial level, this might 

seem a bizarre statement to make, considering the fact that private networks are, by design, typically more 

secure than public networks. On the one hand, this may well speak to a lack of education or understanding in 

terms of how corporate security policies can be applied to private LTE or 5G networks, while on the other, one 

can infer that respondents have concerns over the potential security of emerging private network 

architectures, where the core network is located off-site, or where devices ‘roam in’ and ‘roam out’ of private 

network coverage zones. Nonetheless, the hypothesis over the lack of enterprise understanding and 

education of private LTE and 5G is confirmed when examining other results: 45% and 55% of cellular IoT 

adopters stated that they are missing knowledge where deployment suitability as well as features are 

concerned, respectively.



Delving deeper into the data helps build a clearer picture of enterprises’ understanding of private networks: 

improved security and privacy were cited as key benefits by 50% and 54% of cellular IoT adopters, respectively, 

and 43% and 58% of cellular IoT non-adopters, respectively. This serves to support the hypothesis that enterprises 

are concerned over the security of emerging private network architectures, as described earlier.

What are your main concerns over a potential Private LTE/5G deployment? (All Respondents)

Costs are too high

I’m unsure of how secure the deployment
will be

My organisation is not familiar with 3GPP
cellular network design and management

I’m unsure of how to go about learning if
Private LTE/5G is a good �t for my

organisation

I require very speci�c features that I’m not
sure will be covered by a Private LTE/5G

solution

Non-cellular technologies are appropriate
for existing business cases
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48%

55%

48%
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14%

Cellular IoT Adopters Cellular IoT Non-Adopters

What do you perceive to be the main benefits of a Private LTE/5G solution? (All Respondents)

Improved connection reliability

Improved connection availability (eg in
remote areas)

Improved connection performance
(throughput, latency)

Improved security

Improved privacy

Ensuring guaranteed Quality-of-Service
for connected assets

Capability to support multiple
communications use cases
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50%

53%

46%

49%

18%

15%

50%

43%

54%

58%

48%

45%
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7%

Cellular IoT Adopters Cellular IoT Non-Adopters



Clear pain points are revealed when asking respondents what the main points for consideration are where private 

LTE or 5G are concerned. Here, 51% of cellular IoT adopters and 52% of cellular IoT non-adopters reported a 

need for expertise covering device choice and configuration, which brings back the issue of hardware complexity 

described earlier in the report. Notably, a significant proportion of respondents have concerns over network 

attach capabilities and device policy implementation inside and outside of the private network coverage zone: 

maintaining both a seamless experience as well as a consistent security policy is evidently top-of-mind where 

private LTE or 5G deployments are concerned. Both of these factors represent challenges for the industry at large, 

given the lack of 3GPP standardisation where private and public network attach policies are concerned (some 

devices must be manually moved between networks, which is not suited to machine-type use cases), while security 

policy implementation presents a different set of challenges.

Partner vertical-speci�c expertise for
network design and technology choice

Partner vertical-speci�c expertise for
device choice and con�guration

Simple self-service management tools

Simpli�ed IT security policy
implementation

Seamless network attach & device policy
implementation when inside, or moving

outside of the Private network zone

Seamless connectivity handoff (roaming)
between the private network and the

public network

Enterprise ownership / control of
connectivity components
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What are the most important factors for consideration where Private LTE/5G is   concerned? 

(All Respondents)





Roaming Opportunities in the
Transport & Logistics Industry
Whether using public or private networks, roaming is a key part of the connectivity ecosystem for transport 

and logistics, thanks to the mobile nature of many of the industry’s assets; international connectivity is 

required by 95% of respondents, and 69% of future users will need it. Additionally, 56% of respondents put 

robust international coverage as one of their top 5 most important factors, although it is not scored highly. 

Roaming agreements are the most common way of dealing with international connectivity requirements, with 

70% relying purely on agreements for their international connectivity. Future respondents will be similarly 

focused, if not more so; 84% of those report they will rely on multiple connectivity providers and leverage their 

roaming agreements to do so. However, this also needs to be paired with some domestic connectivity, with 

no respondents reporting that over 50% of their devices would need international connectivity and most only 

requiring it for 25% or less. This will need to be rectified in conventional ways, typically; while 45% of cellular 

IoT users report using eSIMs (see in the next section), only 11% report using them to alleviate roaming 

concerns. In addition, switching profiles may complicate matters, particularly as 42% of respondents wish for 

simpler BYOC frameworks, which eSIM profiles will make more complex to deploy.

What proportion of your organisation’s 

cellular IoT device fleet requires 

international or multi-regional connectivity?

(Cellular IoT Adopters)
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How do you expect your organisation’s 

forthcoming IoT devices to be distributed?

(Cellular IoT Non-Adopters)
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Concerns about roaming could be holding the space 

back, with 63% of respondents see growing roaming 

restrictions as one of their top 5 concerns in scaling IoT, 

with it coming in as the third-ranked concern overall. 

60% of respondents also report that keeping a 

multinational solution safe from regulatory or 

commercial restrictions is their top most important 

factor for IoT connectivity, while ensuring coverage in 

countries with roaming restrictions is ranked second 

overall in a connectivity partner’s desired capabilities. 

However, robust international coverage is a logical 

corollary of this, and that factor did not make it into the 



Ensuring a multi-national solution is safe
from regulatory or commercial restrictions

Regulatory compliance (eg data privacy)

Billing �exibility

Ease of integration into existing products
and processes

Reporting tools
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top 5 most important factors. This suggests that logistics companies simply expect robust international 

connectivity, with it not being  fully top-of-mind until it comes under regulatory threat.

What are your top 5 factors that are most important where IoT connectivity is concerned? 

(All Respondents)

Rank 1

Rank 2

Rank 3

Rank 4

Rank 5

That said, there is still a long way to go with its 

implementation; 45% of respondents think that a 

simplified technical model for integrations is lacking in 

the current ecosystem, and 42% say the same about the 

use of preferential operator contracts and BYOC 

arrangements. International connectivity itself may not 

be the primary concern in some circumstances, but the 

ability to simplify roaming and accommodate alternative 

connectivity is something that a sizeable minority of 

respondents want. There is also a desire for connectivity 

partners to be seen as independent, with a carrier-

agnostic partner being ranked as a top 4 capability that 

respondents look for and selected by 47% of 

respondents to be in their top 5 capabilities. This is, 

however, moderately less important for those who 

would consider using or do use an MNO directly for  

their connectivity requirement, possibly because they

 rely on that MNO’s existing roaming agreements.

Above all else, respondents want high-quality 

connectivity, noted as the top technical feature adopters 

reported influenced their choice of connectivity 

provider. This, coupled with the requirements for 

carrier-agnostic partners, would potentially require a 

degree of sophistication in roaming steering based on 

use case-dependent criteria, such as low latency or 

signal strength, in order to minimise the required 

transmit power. This makes it important for roaming 

providers to be able to gauge connectivity requirements 

not just on availability and agreements but use case-

specific criteria. In the long run, this should put MVNx 

players at an advantage, as these providers are more 

likely to be able to negotiate more flexible terms with 

their roaming partners than MNOs, who will have more 

restrictive peer agreements in place.
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